


Yro Takoe IDaasS?

Identity and access management as a Service (IDaaS) — 310 cepBWCHO-
OpVEeHTUMPOBaHHaA MOOelk, KoTopasa npegoctaBnaeT oyHKUMKM No  ynpaBneHWHo
YYETHBIMIK 3anMCAMK 1 ayTeHTUud@urKaymen OnAa UeneBbix cucTem 3akasdyumka Kak ona
X BHYTPEHHMX pecypCcOoB, Tak 1 OnA pecypcoe B obnake.

Kakyn yHEKUWMOHaANBEHOCTE NpeanocTaenaeT IDaas:

IDM — npegocTaBnaeT BO3IMOMHOCTE aBTOMaTHU4YECKOW
CMHXpPOHMWMIaAUMKM WMAOAeHTHMOWMKAUWMOHHBIX OaHHbIX,
agMUHHMCTPaTUMBHBEI MHTepdenc aOnAa ynpasneHwWs
MOEHTUPWMKAUMOHHBIMKM OJaHHBIMKM, NOIBONAEeT
NonNe30BEaTensmMm WM3aMeHATeE CBOWM naponwk, obecneynmBaeTr
IDM nogaep¥Ky MPpoUeccOoB ¥MWM3IHEHHOro uUWEKNa
MOeHTUMPMUMKAUWMOHHBIX OaHHbIX, MNPpOUEeCCOB W
MapLUpyTOB NPpOXOXASHWMA 3anpocoB Ha O0CTYyn.

Ildentity log monitoring and reporting — normpoeanve
COobBITMM WM nNpegocTaBneHMe OYHKUKMKM adHanvsaa.
MoasonAaeT oOoTBETWTE Ha Bonpockl: «Komy Bbin
npegocrtaenedH OocTyn W kKoraa?» WM «Kem 6Bwin
npeaocTaBneH QOCTYN v Korga?»




Moaenu ldentity

@ % Identity as an Install

Identity as an Installed Service
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Identity as an Install (knaccuyeckana mogens)
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Identity as an Installed Service (rMmbpnaHas mogens)
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Identity as a Service (cepBucHaa moaenk)
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ﬂa MHpopM3awmra
CRCTOMiSIA MIETO TR TOR

MNDbI IDAAS




IDaasS Mud

Hem paszHuubl Mexody sHedpeHUeM
IDM u nodknmroveruro k IDaasS, u
mam u mam HyxeH nosTHoue HHLIO
npoekim eHedpeHuUs




IDaasS. PeanubHoCTL

BuHegpeHnwue IDM:

Ob6bem npoekra 3akpenneH B T3 1 B TEY4EeHWM MNpoeKkTa He MOMeT
ObITE M3MEeHEeH;

PeaynberTatTel BHeOpeHWMA MOMHO YBWMOEeTE TOMNbBKO nocne
3aBeplleHUa NpoekTa, 3akyrnky nuueH3mid 1 nepesoga Cuctembl B
NPOMbILUNEHHYH) 3KCNNyaTauwmio;

ObLwan ANMTEeNBHOCTL MNPOEKTOB — OT 3X MecsuUeB A0 HEeCKONbKUX
net!

Obcnenoeanne MpoexkTupoRaHne Paapabotka v eHegpeHne

ACKyne Mepeson B
2 i i NPoOOYyKTHUE
aHwme :




IDaasS. PeanubHoCTL

IdaaS nozsonunT:

- nﬂny"-I&Tb peaynbraT NpakT4YeCcKkn cpaldy., He NoHMOaACE 3aBeplUueHKMA
aTana;

MHUHVMMWM3MPOBaTL PUCKK NpK BHeapeHuy |[dM-peweHnia;
M3baBUTL KOMMAaHWUK OT 3aKYNOK NUMUEH3MIA 11 oBopynoBaHWSA;

- npegocrtraemMTes Npo3apa4YydHdoe WM HeZamMeTHOe O5nAa KOoOMOaHKMIA
ME.CLIJTEEHPGEHHHE Ha NMoboe KoNMYecTBO NolNb3oBaTenen.

ObocnegoesaHwe
+ NogKnouYeHue
K IDAAS 1
MNoOOKMoYeHne K
2 Tnoeeim MC
S3akazvmKa




IDaasS Mud

Heb6eszonacHo — ace
udeHmucghukayuUoHHLIe OaHHLIe
xXpaHamcsa y nmocmasuwjuka ycnayau
u Mmo2ym 6bimb
CKOMMOpOMEemMuUpoeaHs!




IDaasS. PeanubHoCTL

Mogoens IDaasS:

MocTaewmk ycnyrv obecnedneaeT Be3oNacHOCTL BCeX OaHHbIX,
obpabaTbiBaeMbIX CEPBUCOM:

-  Pacnonoxenwne |IDaasS B IO Ha TeppUTOPHKM PEXMMHOIO
NnpednpuaTHA;

- HDoroeopHblie oTHOWeHWA c 3akasdukom (+NDA);

-  3awwnTta gaHHbIX OT agMuHKUucTparopoe CUucTemMbl;

- 3awnTa KaHanosB CBA3W;

- TlNepuogwyeckue TecTbl HA NPOHWMKHOBEHWE,;

-  Hanw4iue ceptundpurkara HOB Ha nmcnonsayemoe IDM pewenune;

-  MoHuTOopuWHr cepeuca cpegcTeamm SOC.



IDaasS Mud

MonHxas cmaHdapmu3ayus
nmaxkemoe ycayea,
omcymcmeue subkocmu:
cepeuc He adanmupyermcs
nod 3axkazvyukxka, a 3akaszuux
dormxeHn adanmupoeamscs
nod cepeuc!




IDaasS. PeanubHoCTL

NMwobBble KOHHEKTOPbI
NMobkle BMaHec-NpoUuecchl
Nwban oT4eTHOCTL

Mopoens IDaas:

- CepBuc MOXKeT NpegocTaBNATLECA pasHbiMKM NakeTamMmuM yoenyr: ot
MWUHWMAaNEBEHONo Co CTaHOAapPTHEIM Habopom TUNOBLIX NpaBwuI,
KOHHEKTOPOB M NpoueccoB, 40 NOMNHOCTE MHOWBMOYAaNLHOro
nakeTa Yycnyr;

- CobcrBeHHbIH WTaT pas3paboTymMKoB, NO3BONAET ONepaTtuMeHoO

paspabaTbiBaTbk KOHHEKTOPbI K HETUMNOBLIM CUCTEMAaM, a TAK e
BuaHec-npouecckl NGO CNOMXHOCTK.



IDaasS Mud

Cepeuck! IDaasS nwe eomoesl
obecnevums mpebosaHus
Enterprise ypoeHsA




IDaasS. PeanubHoCTL

IDaasS:

- Onsa kaxooro KnuedTa BelaenAaeTcA oTaensHbsln mHectadc |IDaasS
COOTBETCTBY LMK TpeboBaHMAM No HArpy:ake;

- B cny4dae HeobxogumocTM, obecnednBaeTcs NnognepKa
247 x365, 3 NMHWK NOOOEPHKIA;

- BozamoxeH Bbibop ypoBHA SLA;

- Pewenwre IDM Ha KkoTOpOM NOCTpOEeH CEpPBUC OTBEYaeT BCEM
TpebopaHamM Nno macwtabupoBaHuio, PYHKLUMOHANBHOCTHM M
HaOeXHOCTW.



IDaasS. PeanubHoCTL

370 600

OEeNCTBYHLLLMX 1 5 0 n n cneuwmanvwctToe b
CepPBUCHbLIX KE Ha nogoepxxke obcnyxuBaerca
KOHTpAaKTOB exxerogHo

45 Gonee 50 99,59’“

CcOBDCTBEHHBIX
BbICLUMX MapTHEPCKMX
CEPBMCHEIX BeiNONMHeHne SLA
cTarycos
MHXKEeHepoB
5 0 0 cpenHee BpemMs Security Operation
pPeweHMA MHUMOeHTa Center (S0C)

“obpaiienmi 2 aca 24x7x365

IDaasS

24x7x365




MpemmywecTea IDaas.

HbBeslMnuenan
#bea3aPuckos
#H#OPEX
#BbezonacHo #ImMbkocTb
#MNoponep:xKa
#be3zOby4yeHnA
#besXeneaa #macwTadbunpyemocTb

#bbicTpoO




.. IDaaS. MhudropmaawmTa

MHaovemayansHbIM NOOX00 K KNUeHTam:

Agantaumsa BMaHec-NpoUecCoB;

NogknwyeHWe MCTOYHUMKOB JaHHbIX W LeneBblX IDaaS
cUCTeM;

Moppep:xka obnadHoir N rnbpraHoA

MHMPacTPYKTYP;
BeszonacHocTe DﬁﬂaﬁaTbIEEEMblx JdaHHBIX.

B Hawem akTree:

- [myboka akcnepTm3a B 4YacTW NOCTpPOeHWA
pacnpegenedHsbix l[dM-cucTtem ypoBHA NOKPLITHUA
Bcex cybbekToR Pd;

- NMopnep:xka 24x7;

- KomaHoa keannmumpoBaHHBLIX 1A
cepTudrunMpoBaHHbIX CcCneunanncTos;

- OTnaxseHHble npoueCccbl cepeHca.




@ MHpopM3awmra
CMCTaMImA T TR

IDENTITY SOC




Identity SOC.

MoHuTopuHr (1IZ2:SOC)

SIEM + UEBA

-+

Identity Management

ABTOMaTM4YecKoe pearmpoBaHue
(IDaas)



Identity SOC.

LleHTpann3zoBaHHbIe
NONMMUTUKMU,
aHanMTUKa M OTYEeTHOCTb
ANA retTeporeHHbLIX v

rMmBpuaHbLIX cpen

MHuTerpypoeaHHoe
peweHune
Identity SOC

KoOHTpOnNnb,
Oe3onacHoOCTL,
MOHUTOPMUHI U
pearmposBaHue

MpuHaTHMe
peLueHunn



BOMPOCDLI?




